X Letizats

BABRSHE. 800-868-7722

‘
[T ¥R TF

ZHONGXIN SOFTWARE

© ' 201102

MBS SH0IH L




X TiEitries

‘ <O BRI D e BARS#E. 800-868-7722
L ettt ettt ettt e 21ttt roee et e et e ettt s ee ettt r et e e eee e 5
Lo ettt eee e ettt ettt et eeat ettt e ettt eteeae et e ettt er et et reeen 5
Li2 ettt ee ettt ettt e ettt r et reeee 5
e T TP 5
2 VM oottt e e et et e et roee et e ettt et e ettt r e, 6
2.1 ettt eeeee ettt enenene e near e 6
35 B 1= VA0 10 TP 6
21,2 GFWETLO0. ..ot eeeee e et e st eeeeeee et e et e ettt reeee et et en et et ee et senen s et r e 6
3 TR T 1= Vo - USROS 7
35 B R 1= Vi 7o OO 7

3 TR €1 =TV Ar o o PO 8

3 DR 1= Ay dr {0 TP 9
2.1.7 et eee ettt eeee ettt eeeee e 9
35 2 > TSP 9
73525 R [OOSR 9
7353 2 (OO 9
7335 ST 10
2.3 FU ottt et e ettt et eee ettt e ettt et et ee ettt et ee et eeeee st e e e eer e 10
B ettt ettt ettt ee et 11
I 010175 510 1< TR TP 11
3.2 F e e ettt ettt 11
321 T D oottt oee ettt eeee et e ettt seeet e 11
322 D e ettt eeeee ettt enen et 12
3237 b e et e——— ettt et e —e et e—tate et et ete et et et et e ataete et ert et eteeteseeesrenneeeeeeeeesenaaes 13

B W e ettt oo ettt ettt 14
Bl ettt reeee e, 14
4.2 H oo e e ettt et et ee ettt ettt 14
421 p ettt eeee e 14

3 2 OO 14
423 D et enet et 14
3 T ST OTOTSOTPTT 14
B3, et ee ettt e et 15
< TP 15
433 TSP 15
< 10 TP 15

T LT S TP 15
B ettt reeee ettt r e, 15
BAL SYN G oottt eeet ettt e et eeeee e 15
B.A.2 SYNN G oo e ettt ee ettt 15
B.8.3 ACKERST G oo ettt eeee ettt e et eeeee et er e 15
BAA UDPG oottt ettt ee ettt eeeee e 16
MBS S5 2




X TiEitries

‘ <O BRI D e BARS#E. 800-868-7722
BA5 ICMP G oottt ee ettt enees 16
4.4.6 B ettt eeee et 16
AAT NONIPG oot reeee ettt eeeee et 16
BA8 ettt ettt 16
BA.9 et eeeee ettt 16
B.A.10 WEDCCG oottt ee et eee et 16
4411 GAMECOSE oottt ettt e e e ent e st e et e e e e raeesaaaans 16
4.4.12 UDP G oottt ettt ee et 17

o OO 17
451 D ettt ee ettt en e n e, 17
452 h o SO 17
45.3 o SO 18
A5.4 T e ettt ettt ettt eane et et ettt ettt ae et annaeen et tetens 18

B.6 0 ettt ene ettt e st eemee et 18
B.6.1 TCP 0 B oottt ettt ettt eeeee e 18
B.6.2 UDP 0 G oottt ettt reeee ettt 19

5 T e e e ettt eee ettt reeee et 20

B L et e ettt eeeee e ee et e et eeee e en e, 20
DL ettt eee ettt ee et eeet et e et enmee et 20
5.1.2 L ettt ee ettt 20
B.L.3 K et ee ettt eeeee ettt rene e enies 21
DL ettt ettt eet ettt eeeee e, 21

B2 et e ettt ee ettt eeeee e, 21
B.2.1 1] e ettt ee ettt eeeee e, 21
D22 ettt ee ettt 22
B5.2.3 N ettt ee ettt 23
524 N ettt ee ettt 24
.25 ettt ee ettt eeee e, 26
5.2.6 b ettt oo eee ettt eeeee e 27
5.2.7 L ettt oo, 28
.28 ettt ee ettt eeeee e, 29

3 T ) SOOI 31
B.B.L 1] Bl oot e ettt eeee e, 31
.32 b e ettt ee et e ettt eeee e, 34
B.3.3 TCP 0 B oottt eeee ettt ettt reee s 36
B.3.4 UDP 0 G oot ee ettt reeee ettt 39

5.4 N2 ettt ettt eee et ee et ee et et ne et et ee et e et e et eeeee et en e en e, 39
5.4.1 b ettt oo eee ettt eeeee e 39
5.4.2 Ne ettt eeme ettt enes e en s ensn s A0
5.4.3 N ettt ettt ee ettt ee ettt s et s s enen s er s neeen s ene A2
5.4.4 NE ettt ee ettt e et eeeee et eeen st st enen s en et s e neeen s A3
BA5  HUD NO oot eeee st en e n st eeeen s A3
5.4.6 N ettt e ettt ee et eeeee s et n st n et ee st eenes e s en e eneenn s s A

5.5 e ettt eme ettt eemee et en s rem e DD
55.1 G ettt eeme e et enee e en s enee s O

MBSSH SO s




X TiEitries

‘ <O BRI D e BARS#E. 800-868-7722

5.5.3 o OO OO O OO O T RPPOTRRPRPPTPRRNY” i 4

L 38 T8 TS 1111/ PP 48

L 38 20 S TS 1111/ SRS 49

5.5.7 SNMP PP UPPPPPI 50

5.6 TP UPPPPPTRPPI 50

L3S0 | TR 50

5.6.2 e PP TSPPURTRRPPPPIN 51

LT 75 RS TRR 52

B84 7 T et 52
[l

MBS S eI N




X TiEitries

4W oo AR SHE: 800-868-7722
1
Ay vy T F LY

w v n -~ i n T WA
1.1

Y ' a T F A
1.2

oo A T Pw A ) ) Yp G

ap ~

1.3

ao

a b W0 NP
g
>
T
¢
=]
>

MBS 005 5,




X TiEitries

‘ <O BRI D e BARS#E. 800-868-7722

2.1

ap -

= ) z1 b " N 1 7

2.1.1 GFW-7050

uv. SMAELR SR
GFW-7050

GFWr050

o " 4y EAES3 W 192.168.102.1° 192.168.103.1A

GFWr050

2.1.2 GFW-7100

V@ %o - Mo ~ v Y '

GFWr100

o EO EI E2 W 192.168.100.1° 192.168.101.1° 192.168.102.1

D

MBS 005 6




[ ER T

BB E R D R BARS#E. 800-868-7722

A

GFWr'100
2.1.3 GFW-7180
V) - Mo ~ v Y )
oo

www 2xfirewall com

GFWr180

o [ © " w EAES 4 192.168.102.1° 192.168.103.1

GFWr180

2.1.4 GFW-7200

bR R A ! }




[ ER T

G R D R BABRS#E. 800-868-7722

A

ERMIBBRSRGR

GFW-7200

A T T T L
GFWr200
o E7 y 192.168.107.1° o 37 A a , v E4:192.168.104.1°

E5 192.168.105.1' E6 192.168.106.1A

GFW-7200

- SRNIEREERE
W GFW7400

o EO 4 192.168.100.1° o 37 A a w E1:192.168.101.1 A

GFWr400

bR R A 8 }




X TiEitries

‘ G R D R BARS#HE. 800-868-7722

2.1.6 GFW-7700

oo
L
o eth0 ethl” W eth: 192.168.104.1 ' eth’ 192.168.105.1' sfp0  sfpl Ne
ZUHQ@ o o~ W 192.168.102.1 192.168.103. T

2.1.7 -

Y:rNe 7 W - + b

+ " h £ G v w G H H b ~

" A

22 b
F ) b i “ b h N Ws A

2.2.19

) |— " 4w GFW050 GFW/100 GFW/180 GFWr700 n

1) o - ~ - - y [l o L o ~ P

- ¥ - - wl Fo L o’

2) o~ KW U o L o p ’

N * Ve o |

4) - IP Wb W - Gy

5) v - A
2221

i F “ 4 GFW20( GFWr400.

i > Y GFW200u o ™

M Sl o




A

2.2.3

2.3

[ ER T

cEBEMBNEDE.

BARSEHE . 800-868-7722

1)
2) H o

3) o
4) ‘ 357 H i

5) } - }
6) N

7) ' i

192.168.102.11 | ~

192.168.101.2° 192.168.102.2}

2) o "
3) -

4) 0
5) ’ - "o

7) o7 w }
8) ) i

~

>

~

ubi

784

>

1-107

W Y
Z 1

W @ ul o

192.168.100.1° 192.168.101.1°
i IP 4y 192.168.100.2°

bR R A




A

[ ER T

<O BRI D e BARS#E. 800-868-7722

(-7-]

3

3 DOS/DDOS), Ty aH " ae-” ¢ Internet

FoL G " ai of Dedd A

3.1 DOS/DDOS

F Dy DOS/DDOS W D ~“1h h TCP/IP
\ 3 F A |- DOS/IDDOSID, h Y Ms
1) # TCP/IPA v h T oal A Dp3 |-V Ne
W D ~ D" 0 sMe It ow D - A
SYN Flood UDP Flood ICMP Flood ’
2) % " 6 TCP/IPN ) v A D W @
) )N Y Ap Dp v ’
3) b - DA D A TP 0| D v~
Wwh HYA WEB Stress CC Proxy Flood A
e NC 3k * DOS/DDOSD, 3 H A | aos3l
\ L X Do -7 Y D 1 3w F o Dy
W a z Ty Y A
DOS/DDOSD, 6 TN OH Y DOS D u n bo
H AD n - a~ - Tbhbuw o T~
Y b L DOS D z A F L~ Do
a L b a Fod D wA
3.2 I
| DoOs/DDOSD, - T ® h R I Foo
f DOS/DDOSD, zA ~ ! e r b A
3.2.1 no
F - i DOSIDDBS i yYyWUnYH'
1) DOS/DDOSD, 1
oy v h 0 F D ~ SYNFlood UDPFlood
ICMP Flood IGMP Flood Fragment Flood HTTP Proxy Flood CC Proxy Flood Connection
Exhausted '\ Do w = % L D
i G Fh v o D Ap WEB 1 G il
_ H DOS D, A
2 B 3
F ™ Y a ¢ F3 DOS/DDOSD, i v L3y
Y w7 g A o 2 B~ " - ey

bR R A 11}




\4

[ ER T

" G R D R BARS#HE. 800-868-7722

i z A T p = H ot 1 a w © e6a A
JF 3 L
F 1Y T p ey TCP/IP T z A
@ ¥ - ) i Ne ~ ¥ B TG h
A L v Twot 3 TCPY b " a
F DT * oA
4)
T Y w TG WEB }
T A Ty w3 " h b, Dp
- D A~ B Ne ~ Be DpHuD
A
5) Z
b Ny F X 3b " o3 alDAICP
\ - = ub A F [T
7 z A
6)n F
y - v Q FA n F Y T a
G n T H A
3.2.2 A
[ ¢ - - LY oD e
\ - 3 IP/ TCP/UDP Y a @ 0 E v A
0 v A ! '
WAN
F A
1) h #
Tt 21 G Neh 11 A “h i [ Dbw i h
FA
2) #
£ @ YT o a av a o : £ A
3) 1 Ne

M Sl 12




[ ER T

cEBEMBNEDE.

A

BARSEHE . 800-868-7722

LI
¢ UDR ICMPY
4)  Dp
Dp Y
[ h A
5) L
h D
i
n Y
h
K
N L
6) o
a Wk
7) L
Dp
LA
8)
¥
N DA
9)
3.2.3" !
5
1) s~
75 Ng
2 »”
GFWI050 @
GFWI'100M @
GFWI'180M @
GFWI200M of
GFWr400M f

GFWI700 &

as

%0

F3
F3

6 TCPV - Y
" h L DA
i Pr DpNQ N DpG
Ll
D De uH oy
‘ * D AW Oy o0
Dy ’
’ ¢ L h N @ h v’
e Lp DA I MAC b ¢ [ MAC
w N v v N x A
0 r L~ b o - L b -
b Foo Ty DOS/DDOSD,G A
v 0 ) vy b :
) l _ TCPy
v i - b b b A
- I|= l_ a D H (Q“ t
L b z~ Ne# w 80001 ’

bR R A




X TiEitries

AW e BAMBSE#RE: 800-868-7722
4 w
" - i e A
4.1
I vy L ~ A
4.2 H
H h P T a |- a i A
42.1p -
I b Build Number § i AW . -
P T 3 A
422 |~
w y’' 6 W W A - )
A
4.2.3 x
I T e o i

10 Half * 10MBpdl
10 Full * 10MBpsg
100 Half* 100MBp4
100 Full*  100MBpg
1000 Full * 1000MBpg T

zl,
zl,

zl,
zl,

b b 0 ~ 100Mbpsy
5yt UTP & A
F Ya o - P P A
Tva z A
4.3 ¢
- "R ! o w - B A

MIBSSCHL SO0 -y




X TiEitries

4W oo HARRSHE: 800-868-7722
4.3.1
¢y v A
432 o
t w TCP/UDR  ~ ~ o A
4.3.3 \
¢y i Ty v w” "3y w7 A
4.3.4
t Y - 0 A
435 ¢t 9
t - w” a a A
4.4
|- ‘ h New SYNG " SYM G * ACK&RST * UDRG
" ICMRG ~ NonlPG v G A * ’ “
* WebCG © GamCas i UDF5 '
441 SYNG
3 Y6 SYNFlood Dy SYN v© a
' SYNG 0~ A 0 P A

442 SYNN G

Qs

y 6 SYN D - SYN v©
©SYM G 0~ A 0 pA

4.4.3 ACK&RST G

} T 6 ACK&RSTDy ACK&RST v©

bR R A 15_}




A

4

[ ER T

cEBEMBNEDE.

BARSEHE . 800-868-7722

a " ACK&RST 0~ A 0 A

4.4.4 UDP G

G UDP Flood Dy

" UDF5 0~ A 0 pA
445 ICMP G
G ICMP Flood Dy
a " ICMRG 0~ 0 P A
4.4.6 G
G FragmentFlood 1Dy
a ‘ G 0~ A 0 pA
4.4.7 NonlP G
G ipY i b \ D -
v h ~ NonP G A
4.4.8
G M h 0
0 A
449
G  h
x A
4.4.10NebCC G
W h Web F ¥
4.4.11GameCCG
W h |

UDP v© a

ICMP v©

NonP

bR R A




K I ER%ER1E

G R D R BABRS#E. 800-868-7722
” . 0 - o G ~A
44,12 UDP G
a - W h ¢ UDPA - i [ UDP FLOODD,
- \ v A
45 a
F p VW« o~ G b Tl
N3~ G o i z A
45.1 b
b LN h & ~ h La =
1” L
n L~ a i 0 A
z
W T 6 - NTP A
T
“ bhn ' ) #[ A h ’
h ' W W " h A
452 h a
a L3, o " Wl D Ov™ "~ I L
b h A
4521 Dp

SYNFood G & SYNFlood 41 G a SYNFloodd G A& ACK&RSTFlodd 2a
UDRS 0 a ICMFG 0 a G 0  NonlPG 0o a Y b Fh

o 0 0 -

c
Qi
>

4522 TCP

—
Q:
—_
—
> o

bR R A 17




A

4

[ ER T

cEBEMBNEDE.

BARSEHE . 800-868-7722

45.2.3 UDP
a v
4.5.3 a
a h W D
L D 1 v h
N L p Dp A
e L IP )
A
4541
DomainAudit.Redirect WEB
Dns.Mode 30 DNS
Web.Special WEB
WEB.AuthorizePage WEB 1)
Misc.CustomData Dp
46 o
7 Web F a Fa [
| - N T D1
Vo r b 0 0
46.1TCP o G
TCP o G ~ b F b o
TCP o h = &2 % Aa° i
46.1.1 %0 (default ~
%o " 0 b
46.1.2 ° (WEB Service Protection™
: F a
CGHTTPProxy D 0 A
. v 7 v WebCG h
h bi A

A
|
L L h Dp -
P "y
A
A
" Ya
A - F o
4 W A
i_‘) -
G A
v.{. \I y
G Web F W - |F
- G

bR R A




X TiEitries

4W oo AR SHE: 800-868-7722
4.6.1.3 G (Game Service Protection™
G + a G Foow Ny 5
9 D a D 2 BotNet 0 A
G g 3, GameCG h LY v G
h bi A
4.6.1.4 De
¢ ° TCP p A
4.6.1.5 L
L @ H bh CF A
4.6.1.6 7/
L @ H bh T F L A
46.1.7 A
Ly F o7 "H \ A
46.1.8
a a ¥ a N A
4.6.1.9 a
W ¢ L i a A

462UDP o G

UDPo G ~ N UDP F - N a a UDPI F o
n 7 \ L N F \ A

bR R A 19




X WiEiL7yes

‘ <O BRI D e BARS#HE. 800-868-7722

F ey Web 7Y B a A
N @ Tiw F W b HA
51
~ http://192.168.107.1 :28099 F STy
o T T W 192.168.107.17A |7; * GFWr2004 ©

SR PR AFRAS] MAETA 2003-2010

|_
51.1
v T w o T English H ’

5.1.2 /

~ - Del [ A b - -

- ~ A

' F FA 4y ' admin y 123 \ Y

- ’ a a 7 K . A

M Sl 20



http://192.168.100.1/

X WiEiL7yes

‘ <19 (B A A R e BARS#E. 800-868-7722

“ F P e

5.2

5.2.11

M Sl 21




[ ER T

<19 (B A A R e BARS#E. 800-868-7722

A

MERERIFRIRASE]

10 12 14 16 18 20 22 & & 10 1z 14 1& 18 20 22

9IS M

70101

467 H

233 n

HMorth

o324
0.00 / 0.00 Whps 070 pes 0.00 / 0.00 Mps BEHEsS

0.01 / 0.00 Mbps 7/ 0 pps 0.00 / 0.00 Mhps 0.00 Mbps

CPU G 0.0% [ 0.0%0.0% ]
[Eia:diil 430 MB total, 1B.8% used
[ZEtrvatiin g Bilbig R fi% R RiEiRR % Rk
ethO 0 pps 0 pps 0 pps 0 pps
2 pp= 0 pp= 0 pp= 0 pp=
0 pp= 0 pp= 0 pp= 0 pp=

4 pp= 0 pps 4 pps 0 pps

© R EEEaR

12

M Sl 22




X WiEiL7yes

‘ <19 (B A A R e BARS#E. 800-868-7722

5.23 h

FRAG  HonIP  HewTCP  HewUDP
EiESE . a a
182. 188, 2. 0/24

FREHHE R S o EEmciht
© TG IHERAT RS 2003-2011
F i 1h
5.2.3.1
h ¥ Ne w A
5232 h
F 6 h h P~ h ¥ 100e IP Ne v
D " ph ~ eh IP 3 Ve Y D 47 T h A
5.2.3.3
h “o Fo \ " Y Mbpsii B A
‘ " h N D5 SYNFlood™ 61 N v
B [i r - 7 Y T A
5.2.3.4
h T [ D © Fh 4 SYN AACK auDP 3 ICMP
a FRAG a NonlP a NewTCP NewUDP A

M Sl 23




[ ER T

cEBEMBNEDE.

A

5.2.35

5.2.3.6

HARSE#H4%. 800-868-7722

Dy

5.2.3.7

FRAG HonIP = HewICP  NewlDP
Bl 0.00 0.00 i i i 0 i i i i i 0 i
192.168.2.0 0.00 0.00 i i i 0 i i i i i 0 i
192.168.2.1 0.00 0.00 0 0 i 0 0 0 0 0 i 0 0
192.168.2.2 0.00 0,00 i i i o i i i i i o i
<TCEY :
Hour 1‘4.1;‘.; 1‘8‘20‘2‘2 a 2.‘; E‘v.S.l.O 1‘2.14.1;5 1;‘."2‘0‘2‘2‘0‘2‘ 4 & E‘D.l.ﬂ.12.1.4 1;5.18.2.0 2‘2
%Az 0,00 Mbps / 0 PPS JHEEFS 0.00 Mbps / O PPS
FHidi: 000 Mbp= ¢/ 0 PPS JEFS 0.00 Mbps / O PPS
192.168.2.3 0.00 0.00 i i i 0 i i i i i 0 i
192.168. 2.4 0.00 0.00 i i i 0 i i i i i 0 i
192 1A 5 000 0.nn il il il il il il il il il il il 7
R RS Rzt FERE FlsEmactt P

ARPY

© SRR

b=
> cn

Qi

v |Fh

A B

E



[ ER T

cEBEMBNEDE.

A

HARSE#H4%. 800-868-7722

MERsRFRIRDSE

FHuht
RIXTrifE
PEEmACHEE

SRR

192.165.2.2

192.186. 2.1

BRRFERE
S EHaL EERE
Pt O
wcrgOE O

Vaw Oz

IH Mbps

OUT Mbps
FRSETE
s5EEp A
wEamE 0
wrgngE 0

2z 4 & & 10 1z 14 1& 18 20 22

fErFER
WEB Service Protection v8.0

Game Service Protection v3t

Mizc Service Protection +3.0

IrtiEl x#

WNIChat Veice Service Frotection »1.0

DHS Serwice Protection vl.1

h
5241 h
h T L h A h =6 w
Wb P h b [F LT - I L -
t h - A - h Ne - Ne Tr A
5242 T IP
h TP - £° 37 |71 k A
5243 7 MAC
h " MAC ~ " £ 37 n k A
5.2.4.4
G h Ly Mbpsui B~ New o L %o LA
L e LA
I L h K v 7 10
I L 1K °  H "G ’
r ¥ L ¥ vV o, v h '
I L IP A

M Sl

E



X WiEiL7yes

‘ HAMRBEH AR BABRSHE. 800-868-7722

5245 G ”
taTCP o AUDP o & a -7 b t ATCP o AUDPo ah
a n A
5246 Ne
h v I L ) ’
5.2.4.7 D
h T p W oh gl Dp
L CC A D LG [ A A
5.2.5

LAER | BREEFE

R Fae B
o SR ERATE MRAE 2003-20
+ I
5.2.5.1 L
| L 7o ’
5.2.5.2
2 i o7 B B[ o

BIBESCHE kAl H 26




X WiEiL7yes

‘ <O BRI D e BARS#E. 800-868-7722

5.2.5.3
U h '
5254 o
h h F oo :
5.2.55
h h F oo n ’
5.2.5.6
" LT H -~ 1 W © 37 v
192.168.1.1/24 & -61.191.27.235/24 A L~ T L
"y LT i A
5.2.6 !
! A

o SEch FP I EIRAT MRS 2005-2011

M Sl 27




X WiEiL7yes

4W oo AR SHE: 800-868-7722
R RRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRRCRCRy—rREES= =N
5.2.6.1 L
| L7 ’
5.2.6.2
£’ -7 h '
5.2.6.3
U h '
526.4 [
U h h Yo '
5.2.6.5 A
" h h Ao B[ D A
5.2.7 )|

HITF{EIE
BhIMia

RIS L

o FEPIEATEIRAT WiRATE 2003-2011

M Sl 28




X TiEitries

4W oo AR SHE: 800-868-7722
527.1
* ,
5272 Ne

i T socksqy ahttpn a 0 Eo ~ ’

5.2.7.3
R i X ’
5274
v TN IP ’
5275 T
1 TYIP T
5.2.7.6 |
" - 1 1P IP [
5277 |
txt 32D 1) A :
202.11.22.33 socks+http+agent+suspect (T b Y We3d3 Y ;@)
Ta T " ) " @ B™ vy ) A
5.2.8

bR R A 29




[ ER T

<19 (B A A R e BARS#E. 800-868-7722

A

M#EfsRIFRIRE S

+ zbyz.biz { 0 )

+ xspz.biz (0 )

+ xsnz.biz ( 0 )

+ shoppingfrenzy.biz ( 0 )
+ xkyy.biz { 0 )

+ indoproperty.biz ( 0 )

+ electronicsindustry.biz ( 0 )
+ danceweargallery.biz {( 0 )
+ wealthhighway.biz (0 )
+ dtjx.biz { 0 )

+ avantajix.kiz ( 0 )

+ korlafx.biz ( 0 )

+ www.biz [ 0 )

+ webnow.biz { 0 )

+ nianw.kbiz ( 0 )

+ ledflatscreentv.biz ( 0 )
+ alekseev.biz ( 0 )

+ giaoshou.biz ( 0 )

+ jemberku.biz { 0 )

+ diacsucju.kiz (0 )

+ sidaixiu.biz { 0 )

+ gonggiu.kiz ( 0 )

+ hanshu.biz { 0 )

+ vinxingshu.biz { 0 )

sz R s

AR AE MRS 2003-2011

5.2.8.1

T I+ 174 Hk T -L 174 T +.L
T -.L AT g4, "H www.163.com sina.com
I sinacom K 272 - [ T \ A

5282 " ’

6 v - Ye “ I 123.comt ~ B”  123.com ¥ |

1 T° “ I 123.cont B 123.comc 1 T- A

5283 7

~

G T y v ~ I sina.comLk B [
A v "I skB” [ I sk H A

5.2.8.4

5.2.85 |

G A y 10 ' txt

M Sl 30




[ ER T

cEBEMBNEDE.

HARSE#H4%. 800-868-7722

A

) B A
5286 F
G -~ T v I FL G B~ b A
5.3 Dp
531n @
n o T 0 o~ " B u A !

wRiFE
SRR IR

B (BHAED

BENFREAhE

2011-05-17 22:18:43 CST

O eREngmisg

UDE R iPEEE
Icmr R ipalk
R Pk

HonIP{RiPdlk

Xm0k

SYH FloodfRip
SYH FlecdSHEfRIP

SYH Fleocdffijf] {2ip
ACEKRRST Floodfgip

el

10000

10000

10000

1000

100

100

10000

1000

500000

EXAEEERE
SHEE B RS
FFEEERE

B R R
2 N R
PR iEl

1500000

100

100

100

10

10

10000

RS
Mbps/IF
Mbps/IF
e =/ MAC
Mbps
Mbps

L

TCPBhiP
1B EEHABEP 300 -/ IE
1B EETREN 300 Eid
Fioaa AR EBER [ socksitiPaRe s
1B [C] nrTRiEI@pRE
Fioaa [0 srahavaia
Fioaa [ =gt
1B oEEhIP
1B [E #3740 & Eid
A B ien 300 Eid

Domainhudit. Redirect
THE. Mode
Mizc. CustomData
WEE. Special

WEE. AuthorizePage

5.3.1.1 b
b
1) L
N
Dp Y
h 1
z
W .
o T 2010 1-

G
2 12:01:3212

F D Iin a
h a6 " h La
3 i D A
G W Y7 y 0 b
i x b [
n Dp ”
A wl - -
2010 1 2 ~ 12 01Ne32

M Sl

E


http://192.168.1.77:28099/cgi-bin/params_global.cgi

X TiEitries

‘ cEBEMBNEDE.

BARSEHE . 800-868-7722

3
* 0h ‘ - | h h ’
h ' ) M "~ h '
53.1.2 h a
h a b Fh a v - h W
a v T a b i T h FA
53121 D
D & L3, o~ W D Ovi
a) SYNFlood G
G SYNFlood D, 0 & ~ “h t  SYN v ~ h
~ SYNG A h i SYN v G v: G W -
h SYNG ’
! Y [ v W 0
A ) L D nT TPy
- tbi A nE” ¢
~2-3 A
D & A 4 A
b) SYNFlood 4 G
G SYNFlood 0, 0Oa ~ " h i SYN v
h G SYNG A h i SYN VG v ° h
G SYNG A
! W G G h bi Dp A
D ¢ A 4 A
c) SYNFloodY G
G 1 IPO  SYN Dy 1 IPD SYN v o
d) ACK&RSHlood G
G ACK&RSTD, 0 & ~ " h i ACK&RST v ~ h
~ ACIG A
! ACK&RSTH” G h bi Do A
D & A 4 A
e) UDRS 0
G UDPFlood 0, 0a ~ “h i UDP v ~ h
~ UDRS A h i UuDP V G v: G W -
h UDFG A
! UDP H* G h bi Dp A
D 6 v W 4 " A
f) ICMFG 0
G ICMPFlood D 04 ~ “h i ICMP v o




A

[ ER T

BARSEHE . 800-868-7722

CEBSEHHFEEDE.
h ~ ICMRG A h i ICMP V G v: G W
“  h ICMFG A
! ICMP H° G h bi Dp A
D & A 4 A
Q) G 0
G FragmentFlood D, 06 ~ h i v
h ~ G - G ~A h i Y G v’
G W “  h G A
! G h bi Dp A
D ¢ A 4 A
h) NonIP G 0
G ip i b \ D " h ] NonP
v °  h ~ NonP G ’
) 7 ) 0
o 7 oa @ 0 [ Ov ) W
- Dp G VH ~ 3Ne W '
5.3.1.2.2 TCP
a G - n'
a) G
L @16 F b @ H
[ vl A
b)
W @ " Hk ~ @ G v 0 T Y
c) i
i . SOCKS§ F o aHTTh F a D EO "
n T ) il 1T W A
5.3.1.2.3 UDP
o
[ i G v o [ Tt
Y b Hk~ « A
b
H K W @ v r Lp [ Ty Y
v a7 DeA
5.3.1.3 a
G h weoon A L
33’”

bR R A




[ ER T

<19 (B A A R e BARS#E. 800-868-7722

A

DeA ‘ [ MAC -~ ‘

Py~ I
[ W A vu 0 tbg ° t A

53.1.4 f{

WEB ’
DNS ’

WEB '
WEB Dp F

DomainAudit.Redirect
Dns.Mode
Web.Special
WEB.AuthorizePage
Misc.CustomData

&
)
>

4]

T

o
=
o
]
]
o
o
o
o
o

any == any (RSDrop)
any == any (RPass)

any == any (Rrop)
any == any (RForbid)
== any (RForbid)
== any (RForbid)
== any (Rlrop)
any == any (RForbid)
any == any (RForbid)

any == any (RForbid)

Dizable Windows EFC ports from WAN
Enable ping respomse from WAN
Dissble ping request from WAN
WIE Protection No.1 [ LFServer backdoor )
MIR Frotection No.Z [ named azs '# attacking )
MIE Protection He.3 [ fake players attacking )
Simple UDP flood protection
Forbid hecessing wia Froxy #1
Forbid hecessing wia Froxy #

Forbid hccessing via Proxy #3

© R iR

M Sl

25]



X WiEiL7yes

‘ <O BRI D e BARS#E. 800-868-7722

A p n
5321 )
T )
6w h ~ 1> 37 6 1 n - h T t
" h t A
7 L
G ? L p~ 7~ 0 - b A 0-6 r T
v ° 7 1B
CA
? \ - TCP UDP ICMP '’
e
?
5
O - tb p 3b A t i 1
6
1y A
5.3.2.2 )
t G v Q H A ! '
E] == -1
M
BIEE
it
AR M
1y el others -
8 7 ILER O iEErE ] A S
Pl =1 & O & [0
T4 i ~ [ eRFEx

r ¢ -
1 11'[[3“» H ? A
z 1
Ty Y t A
T
Y A

M Sl 35;




A

L OV

[ ER T

2~

<O BRI D e BARS#E. 800-868-7722
T
[ L t N T L W @ 0
Yy o [ 192.168.1.1-192.168.1.255L" | L W @ ;
Y T 192.168.1.1:255.255.255.0 LA
5
[ By t N T L W @ G !
Yy [ 192.168.1.1-192.168.1.2551" I L W@ ;
Y I 192.168.1.1:255.255.255.0 ' I L ; \
) N R T 4 UDP °o 53°A
6"
t Y \ “ New IPP TCP UDPICMP ; A1 T~ TCR UDR ICMPY
\ T A
T o / o
TCH UDP ¢ - t oY v iuw 1 \ o’
t w TCP/UDR -7 o A 0 TYuiWw oo I 8o 3
0 1135448 T yw o I 700Q 7100, 7200 LA
g TCP B
TCP l t Y TCP ~ °  FIN SYN RST PSH ACK URG
9 ICMP /ICMPq
ICMPY - t Y ICMP v A
107 \
1y i v T Y LT QLA
¢y i A ) \ v a Yy
T % & 7 G Yy A i R I BV I hahd’
Yy w - “ I haha heiheihoho I’ " - Ty [ \L
y~ I \a8aaA ~ I A | QL H Y p A
11
1 A
17 ¢ v
0 Q@ v N A - a a N F
t Y T° W A

533TCP o G

>
=c

BIBASCH 03 3%



http://192.168.1.77:28099/cgi-bin/params_portpro_tcp.cgi

[ ER T

<185 # 80 B B B N e E*ﬂﬁ%mg 800-868-7722

A

MFESRITRIRA S

BPE
i 85535 max m ~default- B ] C— [[— [—

O RS
FER SRR EI B RmE
i 2R hd HBEhEE REATHRZE B tahmEEit EEHIN
BhipsLR —defanl 1= - B
P P e P
© FRIh I ERAT MRS 2003-2011
F D [ TCPo G
5331 TCP o G |
' o G
W h ~ 0 37 6 W o n - h T TCP
o G " h o A
2 o /
0 , [ 0-6553%: o A
3 b
0 De v " max A
T
0 L v~ max A
5
¢} ¥/ \) A
6
0 * default u A
-
0 C L A
53.32 TCP o G
1" o
G oY We o 3Ty Wa o A
z Dp
c - TCP p A & - h b o TCP
v’ h N ~ TCP ” >} ” G v W
“ h 0 TCP A
N TCP bw 0 A

BIBESCHE kAl H 37



http://192.168.1.77:28099/cgi-bin/params_portpro_tcp.cgi

X TiEitries

‘ <O BRI D e BARS#E. 800-868-7722
3 L
L @ H bh Y F AW ~ Web
F vG uw ° ~d w = v ®h
1 W A
4T F
L @ H bh T F L A v
20/10A
5 A
G \ -7 0 1 A G HTTH
o~ 19 De ~ \ HTTP b (S S TR
; 0 HTTP N vl TN Lt HTTRL A
6"
n a ¥ a a v A
T
- 0 w G R
Y A G " T T o 9
b ¥
¥ - ) Tt
v " ! ’
-
o~ N 0 '
d
a ) A
e i
B G N o i \ A
-
TCP o 0 “h 7o
a %o (default ~
%o W 0 b A T w ’
b~ (WEB Service Protection ~
§ F a ¢ Web W v L
CGHTTPProxy IO, 0 A o~ ~  HTTP
b~ G v~ i Q)
D - v " ) A
- Y7 3 WebCG h - G
h i ’
c G (Game Service Protection ~
G F a G oW v L
a D a D a BotNet 0 A o " ~
~ Li b G W G W
W’ | ) v " ) A
G g 3, GameCG h Li - G
h bi A
g a
a W ¢ L 0 i a ~ b i b p a

bR R A ®




[" I ER%ER1E

cEBEMBNEDE.

HARSE#H4%. 800-868-7722
.
vb " b A
DI Tk o G ’ - .
[ L~

U L a o G '
[ I T y v k A
53.4UDP o G
UDP o G L3, @ o a - - 0 F
A i ‘
MERSRILESIRAS

mkRl  wsOZE BdEEw SERE
i 85535 mas max

-
wOEE -
wehfaERm e B ]
Ak
BhiPELR

- Eiyiicjul EEgE=: ARz
-default- - Wi
e Fes T

o TRIPEERAE RIS 2003-2011

LAETTL

néeg Ne A %

M Sl

E


http://192.168.1.77:28099/cgi-bin/params_portpro_tcp.cgi
http://192.168.1.77:28099/cgi-bin/params_portpro_tcp.cgi

[ ER T

<19 (B A A R e BARS#E. 800-868-7722

1

MR RIRAS]

22:21:30 report : metwork If0 : 0/0 Mbps, 0/14 pps ( 318 hosts ), cpu usage min/max : 070 % memory nsage :

May 17 22:20°30 report : metwork I/0 : 0/0 Whps, 0/26 pps ( 314 hosts ), cpu usage min/max © 0/1 % memory usage : 16%

May 17 22:19:55 fwotrl user admin login succeed from 127.0.0.1
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May 1T 22:16:17 fwetrl © user admin moedified host parameters suecessfully for 192.163.2.2
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